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Overview https://fileservice.basf.us/FSS/jsp/Login.jsp

This document describes how the File Share Service (FSS) application can be used to upload documents from the users
internal system and view/save documents locally from the FSS website.

The published URLSs to use FSS are:

Production - https://fileservice.basf.us/FSS/jsp/Logdin.jsp

Quiality - https://fileservicequal.basf.us/FSS/jsp/Login.jsp

Please note: File Share Service is only available on a need basis.
To enable use of File Share Service, please contact

mailto:$s2s support@basf.com

This is preferred solution where a person and not application is the sender / recipient of data.

Version 1.3 adds on the fly encryption for uploaded files.


https://fileservice.basf.us/FSS/jsp/Login.jsp
https://fileservicequal.basf.us/FSS/jsp/Login.jsp
mailto:$s2s_support@basf.com

Change Log

Version 2.0
- Application rewritten with new user friendly presentation
- Retains all existing site functionality, and administrative controls as is.
- External users IDs are suffixed with @partners, and must reset their password to begin usage.
- Form based login
0 partners can now change / reset (will always be sent to their registered email) their password
- Subdirectories / zip file support (view/unzip files)
- Download multiple files as one zip file
- Encrypted file downloads now asks password only once per session

Version 1.4
- Downloading on the fly PGP ascii armor encrypted data, (removes .asc suffix) with password
- File will always be downloaded first.

Version 1.3

- Uploading with on the fly PGP ascii armor encryption, (adds .asc suffix, and removes any spaces in file name)
- Logging of upload, download, deletion by time, person

Version 1.2.1

- Search by file name or contents
- Optionally preserve previous version of same name file upload

Version 1.2
- Changed support email address
Version 1.1

- BASF Look & Feel added
- Scrollable list of files sorted by date time descending

Version 1.0

Initial Release



Login Instructions

When using provided FSS URL https://fileservice.basf-corp.com/fileservice/, you will get a login popup window as shown below.

BASF Corporation | BASF Group

File Share Service

O - BASF _
Login page
The Chemical Gompany
Helt (POF
Forgot Password (Parners Izetname IVEOS
Pazswword || .........
% T Login |

Enter your user ID (BASF Users should use LAN id, external users are provided a user id) & password to access the system. For BASF
users this login and password is the same as you use for logging into to your workstation. External users please use the user-id
provided to you via email by your BASF contact. The first time in new version requires you to follow the password reset procedure. This
should send an email to your registered email address. If you do not receive it, please contact your BASF sponsor to confirm your
registered email. This must be your corporate email account. Other emails are not accepted.

First time usage for External partners.

Click on Reset Password Link. This option can also be used if you have lost your password.

File Share Service

(u [ BASF Login page

The Chemical Company

Help (POF I-
| Reset Passyword (Partners) |

[,\\5 |Passwu:urd ||

LIzernatme

Login |

On the next page, please type in your allocated user id. A temporary password is generated and sent to you via email.
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u - BASF Reset Password page

The Chemical Company

Help (PDF]
Login

|
Llserna[«\\? ‘Iraos@par‘tners

|Llser not listed ar inactive’? 4
r

| SendPazswardEmail I
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(= BASF Login page

The Chemical Company

Help (PDF

Reset Passward (Partners)

I

|Passwnrd I

Uzername

| Temporary Password email is sent.

Loggin |

Please retrieve this password from your email and login.

You are advised to change this immediately (see Change password section for details.) The system will force you to enter a strong
password (this is a BASF security requirement), which must contain combination of upper and lower case letters, numbers and be a
minimum of 8 characters. You can assess this when you see a green bar.

Once logged in you should see the screen as shown below:


https://fileservice.basf-corp.com/fileservice/

File Share Service

u . BASF Main Page

The Chemical Company

Help (POF ‘h
Locout Fualder fiter: I Filzrame fiter: I Filzcortent fitter: I Search
Chanoe Passwiord
Hame Size Type Date d
BASFFileService
SHAP GPG TESTIMG o
Kl » rl

Click on the folder name link to expand the list to show files in the folder.
Please follow the instructions listed below:
e Please make sure to read the IBASF_Security_Rules.doc. This will always appear and cannot be removed.

Next Screen present action panel.

Falder fitter: | Filename fitter: | Filecortent fitter: | Search
| falder # file filker by name ar file filker by content ) )
| Hame =art folders Size Tupe Date =
click ta [BASFFileService]
zelect
all [SMAP GPE TESTIMNG] -
LI =ort files by name, alzo see B of filez & =ize ather sorks _’l—
T |Hame [531.63 KB in 17 files in SHAP GPG TESTING] Size Type Date 1=
— 1310347535169 rawy 446 KB raw Jul 10, 2011 9:30:38 P Dovwnlosd ;I
- 1310345521 347 ravwy 446 KB raw Jul 10, 2011 2:42:01 P Dovvnloscd
- 1310345656040 Fany 446 KB raww Jul 10, 2011 9:44:16 P Dovvnlos
- 1310351650507 xls 42 bytes = Jul1o, 2011 10:34:10 P Dovvwnload
- 153103516911 05 raw 42 bytes Fany Jul 10, 2011 10:534:51 P Dowvnload
- 1310351691512 rawy 42 bytes Fany Jul 10, 2011 10:34:51 PM | Dowwnload
— 1310351 727060 raww 42 bytes Fawy Jul 10, 2011 10:35:27 PM - Dowenload
— 1310352787067 ra 3OTHEBR  raww Jul 10, 2011 10:53:07 PM | Dovwnlosd
- 15312841 569523 rawvy 2095 KB Fawy Aug S, 20101 61749 P Dovwnload
- 1532147910541 S.rawe 5.895 KB rany Moy 16, 2011 4:531:45 PM Dowvnload
- Dovvnloscks Far click to download / wiew zip contents BE1.IAKE | rar hbar 16, 2012 3:36:02 P | Dovwnlosd
| rEname me.Tip 207 .85 KB Tip AMSF 16, 2012 10:04:44 Dovwnload Unpack
- ximl-131 03453292534 ml 4.46 KB el Jul 10, 2011 5:45:49 P Dovwnlosd =
i o
Download selected files as (ZHp [Deljete =elected files
| Create (D}ir

| theze optionz zhow per azzigned nghts

I Browse.. I Upload I}




Searching files by name or content

The search options allow searching files by name or by content.

Choose the appropriate box and type in the selection. The folder and file name search is immediate. File content search
requires you to click on Search button and could take longer.

Falder fiter: ! Filename fiter: ! Filecontent fitter: ! Search
| folder / file filker by narme or file filker by content

To revert to full list, Hit the Enter key on any selection box.



Sorting folders / files by name, type or size

Functionality to allow sorting folders by name and files by name, type or size

Click on one of the highlighted links. The links work will toggle between ascending & descending order.
| Hame zort folders | Size Type Date

=
k)
BASFFileService

[EMAP GPG TESTIMG]

LI zort files by name, alzo see # of fles & size other sorts

[T |Hame [531.63 KB in 17 files in SHAP GPG _TESTING] Size Type Date

I A4 DA TON0A CF v LREI=R =1 v Lol 4m Amdd OeDme T ik Fima s lmmal



Downloading File(s)

There are multiple ways to download files. Large text files can be downloaded as zipped files.

Option 1 - download by clicking on the file name link.
* This cannot be used to download zip archives. For zip archive this opens up a new window to show contents
of the zip file (this will not open password protected zip files)

Option 2 - download by clicking on the “Download” link. This can be used to download all file types

Option 3 - multiple file(s) download. Select all files (checkbox) that need to be downloaded
then click on Download selected files as (2)ip

click to download

[T | Downloadsrar click to download / view zip contents PE1 39 KB rar | Mar B, 2012 3:36:02 PM ‘ Dovvnlosd
I'% rename me.zip 207 55 KB Zip Ar\drjr15,201210:04:44 Dovynlosd Unpack

Option 4 - Right-click on a filename that you want to download and choose “Save Target As” option from the pop-up menu
to save this file to your local computer.

Unpack option - this will extract the files from the zip archive and write to the current folder.

D test download.zip 2389MB | Zip | May7, 2012 90742 AN Download Unpack
(]| NA. gpamanualoperation. bt 214K &t Apr i1 ZMZZETASPM Download

For each option, if there are no further steps the file will be downloaded to your choice of location. If there are further steps,
a new page will appear.

In certain cases files may be encrypted in the folder. To decrypt the file on download a passphrase is required. The
following page will be presented.

B2B File Share Service

Decnymt Page

Help PDF Decrypt & download file
Home
SAPHRE-WX-Cutbound

|Fi|e = SAPHR-MX-CutboundiS APHR-MX-Testouthound-file- 2 asc

|please enter passphraze to download decrypted file.

I Dawynload |

At this point, you will need to enter the passphrase provided for this purpose by BASF. Type in the passphrase and the file
will be downloaded. Please note the downloaded file does not have the “.asc” extension.

If you are downloading more than one encrypted file, return to folder by clicking on the folder name on left pane, and
selecting next file by clicking on it. All subsequent downloads within one session will not require you to re-type the
passphrase so it's important to close all browser sessions when you are done to prevent any misuse.



Uploading File

To upload files based on the access permissions granted to you.

a. Click on the folder where you want the file to be loaded. You may have access to more than one folder.
b. Click on the Browse button and select the file to upload.

Al D L

| Sunoco-in |
[SMAP GPG TESTING]
[SAPHR TimekespingFies Test]
[EAPHR TimekeepingFies]
hedoate

K3

[T Hame [6.02 KB in 1 files in Sunoco-In]

|
r JOBCInto java I

K
Download selected files as (P]nip (Deliete selected files

Y
Browse.. | Upload

—_—

d. Depending on size of file, you may see the file upload progress window for some time. Please wait for this to close to
insure upload completion.

e. Click on the folder again to verify the uploaded file shows in the directory
f. If the additional encryption option is applied, the files show up with additional extension .asc
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